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The following LAB Guide will provide you with the basic steps involved in performing some
fundamental configurations on a Cisco ASA 5500 series security appliance.
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Initial Configuration Command Line Dialogue

When the ASA does not have a preexisting configuration, you will have the option to set up an
initial configuration by following a set of interactive commands. Start the ASA, and when it is
finished booting you will see the initial configuration dialogue script.

Select yes by hitting enter to configure the ASA via interactive prompts.
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There are two options when configuring the firewall mode: routed and transparent. Traditionally, a
firewall is a routed hop and acts as a default gateway for hosts that connect to one of its screened
subnets. A transparent firewall, on the other hand, is a Layer 2 firewall that acts like a "bump in
the wire" and is not seen as a router hop to connected devices. The security appliance connects
the same network on its inside and outside interfaces. Because the firewall is not a routed hop,
you can easily introduce a transparent firewall into an existing network; IP readdressing is
unnecessary. In routed mode, the security appliance can perform NAT between connected
networks, and can use OSPF or RIP.

Select “transparent” as the firewall mode for this portion of the lab.

com -PuTTY E]@.

ending en

1d will be ignored.




For security reasons and for remote access to the ASA, you will need to configure a password for
the appliance. This password will be the Privileged Exec level password for the appliance.

Configure the password and allow password recovery.
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Configure the time and date settings for the appliance. The correct time is an important factor for
Syslog time stamps, certificate time stamps, logging of audit and messaging data, etc.
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Configure the IP address and network mask of the management interface. Give the ASA a
hostname and domain. Configure the IP address of the management station. For this lab, we are
configuring the following:

Management IP Address: 10.10.10.1

Management Network Mask: 255.255.255.0

Host Name: ASALab

Domain: Podl

IP Address of Host Running Device Manager: 10.10.10.100*



* |t is important to ensure that you statically assign the IP address of your device management
station to reflect this setting.
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You will notice that the security level of the inside interface is set by default. This is actually
setting the security level of VLAN 1, and not a specific interface.

You will also notice that the HTTP server has not been enabled on the appliance. In order to
connect to the ASA via ASDM, the HTTP server will need to be enabled.
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Enter Privileged Exec mode and enable the HTTP server by entering the http server enable
command.
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From here, you can continue to configure the ASA 5505 from the command line. It is not
necessary to go through the initial configuration dialogue every time you set up an ASA. If you
like, you can opt out of the script by entering “no” when you're asked if you want to configure the
firewall through interactive prompts.

Because we want to continue the lab by configuring the ASA from ASDM, we will want to restore
the factory default configuration.



Restoring the ASA to Factory Default Configuration

The ASA 5505 is shipped with a factory default configuration, which consists of the following:

An inside VLAN 1 interface that includes the Ethernet 0/1 through 0/7 switch ports. The
VLAN 1 IP address and mask are 192.168.1.1 and 255.255.255.0.

An outside VLAN 2 interface that includes the Ethernet 0/0 switch port. VLAN 2 derives
its IP address using DHCP.

A default route derived from DHCP.

All inside IP addresses are translated when accessing the outside using interface PAT.
By default, inside users can access the outside with an access list, and outside users are
prevented from accessing the inside.

The DHCP server is enabled on the security appliance, so a PC connecting to the VLAN
1 interface receives an address between 192.168.1.2 and 192.168.1.254.

The HTTP server is enabled for ASDM and is accessible to users on the 192.168.1.0
network.

If you need to revert back to these changes after a configuration, you can do so by entering the
configure factory-default command.

Reset the ASA to factory default by entering Configuration mode and entering the configure
factory-default command.
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You can then save the configuration by entering the write memory command, or by entering the
reload command and selecting the yes option to save the changed configuration.

Save the configuration and reload the ASA.
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Rehooting. ...

Now that the default configuration has been restored to the ASA, we will begin configuration from
ASDM.



Exploring ASDM

Plug your laptop into one of the E0/1 - EO/7 switch ports on the ASA, and set your network
adapter to obtain an IP address via DHCP. If you are running wireless, you may need to turn off
your wireless adapter to avoid any routing table conflicts on your laptop.

Launch the Cisco Adaptive Security Device Manager from Start > Programs.

When ASDM loads, connect to the default IP address of the appliance (192.168.1.1). By default,
the username is blank and the password is cisco.

Accept the security certificate by selecting Always in the Security Warning dialogue box.

.
i

L, Cisco ASDM Launcher 21ty

Contacting the device. Please wait. ..

Device P Address f Mame: I - I

u : > i i a
e rETE: Warmng - Security

Fazsword:

Do you want to accept the certificate from web
Fite 192.168.1.1 for the purpose of exchanging
encrypted information

|:| Rur in Demo Mode

Publisher authenticity werified by: Unknowm issuer

/_’& The security cerificate was izsued by a company that is not trusted.
I.‘/ The security certificate has not expired and is still valid.

Cantion: 192.168.1.1 asserts that this content is
gafe. You should only accept this content if you
trust 192.165.1.1 to make that azszertion.

l Wes ][ Mo ][ Always ][ More Details ]

When ASDM loads, you will be brought to the Home screen of the application.
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Along the top, you will see the following buttons:

e Home - brings you to the main ASDM screen. From here you will have a general
overview of the device including device information, license information, interface status,
VPN tunnel information, system resource status, traffic status, and recent Syslog
messages.

e Configuration — brings you to the configuration screen of ASDM. From here you will
have the option to configure interfaces, security policies, NAT, VPN, Cisco Secure
Desktop, routing, and global options. You will also have access to various configuration
wizards.

e Monitoring — Brings you to the device monitoring screen. From here you can monitor
interfaces, routing, VPN, security properties, and access logs.

e Back - brings you back one navigation screen.

e Forward — brings you forward one navigation screen.

e Packet Tracer — Allows you to specify interfaces and trace packets as they traverse the
device.

o Refresh — Loads the current configuration from the device.

e Save — Saves the current configuration to the device.

e Help — Gives you access to a TAC database of configuration information.

At this time, spend time navigating ASDM to become familiar with the screens and available
options.



Initial ASA Configuration

Now that we are familiar with ASDM, we’ll spend some time using the application to configure the
appliance.

Because the configuration is presently set to factory default, there are some basic configuration
changes that need to be made. We will set up the basic configuration from the Startup Wizard.

From ASDM, click Wizards > Startup Wizard

[ Cisco ASDM 5.2 for ASA - 192.168.1.1

File Options Tools Wizards Help

7 Startup Wizard... e
é;h ;PN Wizard L.Q
Home Con = ZEMG... o Packet Tracer

High Availahility and Scalability Wizard...

Device Informationm

General | License

Host Marne: ciscoasa.default.domain.invalid

ASA Version: .22 Dervice Lptirne: 0d 3h 10m 158
AE0M Yersion:  5.2{2) Device Type: ASA 5505
Firesneall Mode: Routed Context Mode: Single

Total Flash: 128 MB Tatal Metnaty: 256 MB

Step 1 will ask you if you would like to modify the existing configuration, or if you would like to
reset the appliance to factory default.

Since we've already set the box to factory default, we will proceed by selecting the Modify
Existing Configuration option. When you are done, click Next.

Step 2 will ask us to provide a hostname, domain name, and Privileged Exec level passwords for
the appliance.

Enter the following information:

Hostname — ASALab

Domain — Pod1

Since the default password is cisco, we will not be changing it in this lab.

The hostname is the name used to identify the appliance. It will appear in the command line
prompt.

The domain name will be appended to all unqualified domain names.

When you've entered the information, click Next.



[ Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard
i Startup Wizard Basic Configuration (Step 2 of 17)

Erter the host name and the domain natme of the ASAIf your Internet Service Provider
(ISP requires that your host uses DHCP, vou may need to use the device name supplied
by the ISP as the host name of the ASA

AZA Host Name: ASALab

Dormain Mame: Poct

Privileged Mode (Enable) Password

The privileged mode (enakle) passyord is required to administer the ASA using
ASDW or the Commmand Line Interface (CLIY).

Change privileged mode (enable) password
Old Passwarel:

Mew Password: i

Canfirm Mewr Password: hid

[ <Back |[ vext» | Finish | [ cancel | [ Hen |

Step 3 will ask you if you would like to configure an Auto Update Server.

The Auto Update specification allows the Auto Update server to either push configuration
information to the security appliance, or to pull configuration information by causing the security
appliance to periodically poll the Auto Update server. The Auto Update server can also send a
command to the security appliance to send an immediate polling request at any time.

For the purpose of this lab, we will not be configuring an Auto Update Server. Click Next to
continue.

Step 4 will ask you to configure the Outside interface.

The Outside interface is the untrusted interface that connects to the Internet, and is identified by
the VLAN a particular interface belongs to. Untrusted interfaces are assigned a security level of 0.
By default, the ASA 5505’s configuration specifies that VLAN 2 is an untrusted VLAN with a
security level of 0, and applies these settings to EO/0. Verify the settings are correct and that the
Outside interface is configured to accept an IP address via DHCP, and then click next.
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Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard
¥ Startup Wizard Internet {Outside) VLAN Configuration (Step 4 of 17}

Select Internet (Outside) VLAN

You must specify a WLAM interface which will be uzed to connect to Internet. Later you
will be azked to allocate switch ports to this WLAN interface. You can either choose from
ah existing YLAMN interface or create a newy WLARN interface.

(:) Create new WLAN

Enable interface

Interface Mame: outzide Security Lewel: | 0

P Acldre:
() Use PPPoE

(%) Use DHCP

Obstair detault Foute Lsing DHCP

O Use the following IP address

psszssassass ]

[ <Back |[ vext» | Finish | [ cancel | [ Hen |

Step 5 will ask you to configure the Inside interface.

Inside interfaces are the trusted interfaces belonging to your network, and are also identified by
the VLAN a particular interface belongs to. Trusted interfaces are assigned a security level of
100. By default, the ASA 5505’s configuration specifies that VLAN 1 is a trusted VLAN with a
security level of 100, and applies these settings to interfaces EO/1 — E0Q/7. Verify the settings are
correct and that the Inside interface is configured to have an IP address of 192.168.1.1 with a
mask of 255.255.255.0.
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[ Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard
" Startup Wizard Business (Inside} VLAN Configuration (Step 5 of 16}

Select Business (Inside) VLAN

You must specify a WLAM interface which will be used to connect to Business. Later you
will be azked to allocate switch ports to this WLAN interface. You can either choose from
ah existing YLAMN interface or create a newy WLARN interface.

(:) Create new WLAN

Enable interface

Interface Mame: inside Security Level: | 100
P Addre
() Use PPPoE

() Use DHCP
Ohtain default route using DHCP

@ Use the following IP address

IP Address: 19216811

Subnet Mazk: 2302302350

[ <Back |[ vext» | Finish | [ cancel | [ Hen |

NOTE: I've found IP address configuration in the startup wizard to be a bit finicky. If you change
the IP address of the Inside VLAN, you will lose connectivity to ASDM. What you will need to do
is statically assign an IP address to your network adapter, and then go in to CLI and change the
address of the HTTP server using this command:

ASA(config)#http [IP address] [subnet mask] inside

Step 6 will ask you to configure a DMZ.

Since both default VLANs have been assigned to the Outside and Inside interfaces, we will need
to create a new VLAN. Accept the default VLAN of 3, and then enable the interface by clicking the
radio button. Accept the default security level of 50. Security levels will be discussed in the next
few steps.

Assign the DMZ an IP address of 172.16.1.1 with a mask of 255.255.255.0.

Verify your settings and click Next.
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Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard &3
[ Stanup_'wizard Home {dmz) YLAN Configuration {Step 6 of 15)

Select Home (dmz) WLARN

You must specify a WLAM interface which will be uzed to connect to Home. Later you will
be asked to allocate switch paorts to this YLAN interface. You can ether chooze from an
existing YLAM interface or create a new WYLAN interface.

(Maote: There is no mare
Choose a YLAN l:l VLAN interface left in the
device. Y'ou must creste a
3
@ G = LAY newe WLAN interface.)

Enable interface

Interface Mame: dmz Security Lewel: | 30

P Acldre:
() Use PPPoE

() Use DHCP
Ohtain default route using DHCP

@ Use the following IP address

IP Address: 1721614

Subnet Mazk: 2302302350

[ <Back |[ vext» | Finish | [ cancel | [ Hen |

Step 7 will ask you to configure additional switch ports.

On this screen, you will see which switch ports belong to which VLANSs. Here you can add or
remove interfaces under each configured VLAN.

You should notice that VLAN 3, which is our newly created DMZ VLAN, does not have any
interfaces assigned to it. Select interface EO/1, and assign it to VLAN 3 (the DMZ VLAN).

Click Next when you are done.

ASA 5505 Lab



[ Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard
" Startup Wizard Switch Port Allocation (Step 7 of 14}

&llocate Switch Ports for your Internet (Outside) VLAN =wlan2=

Available Ports | Allocated Ports
Ethernet0s1 i~ Add == Etherneto/0

Ethernet0iz
Ethernet0is
Ethernetlid
Ethernetlis

<

~Allocate Switch Ports for your Buziness (Inside] YLAN <vlanl=

Available Ports allocated Ports
Ethernetim Ethernetlid [A
Ethernet0i Ethernetlid
Ethernetlrs L
Ethernetll 1

Ethernet0fiF

<

r&llocate Switch Ports for your Home (dmz) YLAN <vlan3=

Available Ports Allocsted Ports
Etnerneton A Ethernetor

Ethernets2 A

Ethernetdss r
Ethernetlid

Ethernetdss it

[ <Back |[ vext» | Finish | [ cancel | [ Hen |

Step 8 will ask you to set up the General Interface Configuration.

In the ASA 5505'’s default configuration, the DMZ is seen as a home network, with the Outside
interface being the Internet connection, and the Inside interface a business network. By design,
an interface with a high security level can communicate down to an interface with a lower security
level, but not vice versa.

The default security level for the DMZ is 50. This means that the Inside interface (security level of
100) can initiate communication to the DMZ and the Outside interface (security level of 0), the
DMZ can initiate communication to the Outside interface but not the Inside interface, and the
Outside interface cannot initiate communication to either the Inside interface or the DMZ.

On the General Interface Configuration you can control how interfaces with different security level
interact.

Check the options to enable traffic between 2 or more interfaces with the same security level, and
to enable traffic between 2 or more hosts connected to the same interface.

Restricted traffic is not an optional configuration. If you only have a restricted license, you must
restrict from one interface to any of the other interfaces. Typically, this is the traffic from the DMZ
to the inside interface, but any pair can be chosen. The Restrict Traffic area fields are hidden if
you have a full license or if the device is in transparent mode. Restrict traffic from VLAN 3 to
VLAN 1.

When you are complete, click Next.
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Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard Kﬂ

L4
Stal'ﬂlll_ Wizard General Interface Configuration (Step 8 of 14)

Enahle traffic between two or more interfaces with same security level

Enable traffic between two or more hosts connected to the same interface

Restrict traffic

From interface: vlan3 (dmz)
To interface: vlan (inzide)

[ <Back |[ vext» | Finish | [ cancel | [ Hen |

Step 9 will ask you to configure static routes.

The static routes configured here will use the Outside interface to send all traffic to the next hop.
If you want to configure a default route, you can set the IP address and network mask to 0.0.0.0.

For the lab, we will be configuring a default route.

Click the Add button.

() Add Static Route

Interface Mame:  (inside | v

IP Address: | | Mlask: |V|

Gateway IP; hietric: . 1

~Cptions
@ More
D Tunneled (Used only for default route and metric will be set to 255)

D Tracked

Enter the following configuration options:
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Interface Name: Inside

IP Address: 0.0.0.0

Mask: 0.0.0.0

Gateway IP: [variable depending on your gateway. | will be using 192.168.10.1]
Metric: 1

Options: None

Click on OK, and then click Next.
Step 10 will ask you to configure a DHCP server.

In this step, we will configure the DHCP settings of the ASA server. Since we currently have no
reason to change the settings, select the default values and click Next.

[ Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard
i Startup Wizard DHCP Server (Step 10 of 14)

The ASA can act as a DHCP server and provide P addresses to the hosts on your inside
network. To caonfigure a DHCP server an an inter face other than the inside interface, go to
Configuration = Properties » DHCP Services in the main ASDh window .

DHCP Address Poal

Starting IP &ddress: | 192.168.1.2 Ending IP Address: | 192.168.1.33

~DHCP Parameter

|:| Enahle auto-configuration

D Server 1: DHE Server 2

WINS Server 1: RS Server 20

Leasze Length: SECE Fing Timeout: ms
Crormain Marme:

[ <Beck |[ vext» | Finish | [ cancel | [ Hen |

Step 11 will ask you to configure NAT/PAT.

At this time we will not be setting up Network Address Translation, but we will be configuring Port
Address Translation. Verify the options to configure PAT are selected, and then click Next.
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[ Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard
¥ Startup Wizard Address Translation (HAT/PAT) (Step 11 of 13

Select Metwoark Address Translation (MAT), if you want the source IP address to be chosen
fram the global IP address pool. Select Port Address Translation (PAT), if vou wart the
source IP address to be the same for all outbound sessions. Select the first option, if you do
not want any inside addresses to be translated.

This configuration permits all traffic from the inside interface to the outside
interface.

O Use Metwork Address Translation (MAT)

L

@ Uze Port Address Translation (PAT)
@ Use the IP address on the outside interface

) Specify an P address

B

[ <Back |[ vext» | Finish | [ cancel | [ Hen |

Step 12 will ask you to configure administrative access.

Here you can configure an IP address range or a specific host for ASDM administrative
permissions to the appliance.

If you want to maintain the appliance via ASDM, you will need to make sure the Enable HTTP
server for HTTPS/ASDM access box is checked.

Check the box to enable ASDM History Metrics. History metrics will keep a history of various
statistics, which can be displayed by ASDM on any Graph/Table. If you do not enable history
metrics, you can only monitor statistics in real time. Enabling history metrics lets you view
statistics graphs from the last 10 minutes, 60 minutes, 12 hours, and 5 days.

Accept the default IP range of 192.168.1.0 with a mask of 255.255.255.0, and click Next.
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Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard
¢ Startup Wizard

Specify the addresses of all hosts or netwarks, which are allowed to access ASA using
HTTPS/ASDM, S5H ar Telnet.

Adminiztrative Acceszs (Step 12 of 14)

Type Inter face
HTTRS/ASDM inside

IP Address Mazk ad
1921684.0 2552552550

Edt

Enahble HTTP server for HTTPS/ASDM access

Dizabling HTTP server will prevent HTTPS/ASDM access to this ASA.

[ <Back |[ vext» | Finish | [ cancel | [ Hen |

Step 13 will ask you to Configure Easy VPN.

We will not be configuring Easy VPN at this time, so click Next.

Step 14 will ask you to verify the configuration, and then send your changes to the ASA.

Click Finish when you have completed the verification.

When you are prompted for a username and password, use the following credentials:
Username: [blank]
Password: cisco

These parameters were configured during the Startup Wizard.

To see the changes you've made, click Tools > Command Line Interface

File

Cisco ASDM 5.2 for ASA - 192.168.1.1
Options | Tools Wizards  Help
@ Cotrtriand Ling Interface. . } O @
Home Packet Tracer... ck Faraard Packet Tracer
- PFim.
[Dece Inf- IriemLHe...
| General | File Management. ..
Hiost Matn Uparade Software...
ASANWer  Upload ASDM Assistant Guide. . -3 0d 5h 1m 155
ASDM e  System Reload... ASA 5505
Firewall i 230M Java Console. - Single
Total Flash: 128 MB Total Mermory: 256 MB
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In the dialogue box, enter the command sho run. This will display the running configuration on the
box.

Command Line Interface

Command Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a guestion
mark. For commands that weould prompt for confirmation, add an appropriste noconfirm option as parameter to
the command and send it to the device. To make the changes permanert, use the File = Save Running
Configuration to Flash menu option ta save the configuration ta flash.

Command

@ singleLine ) Muttiple Line Enable cortext sensitive help (7)

=ho run hd

Response:

Besult of the command: "sho run' A
Sawed

AZA Wersion 7.2(2)

!

hosthname AZilak

domain-nane Podl

enahle password ZEFOnbNIAT. ZEY0U encrypted
names

!

interface Vlanl

nameif inside

security-lewel 100

ip address 19Z_168.1.1 ZEE_EZEE_EEE. O
4

divtarfamas T an? v.
> i)
I Cloze l l Helg l

You have now completed the Startup Wizard.



Configuring The 8 Port Switch

The ASA 5505 supports a built in switch. There are two different kinds of interfaces you will need

to configure:

1. Physical interfaces — The 5505 has eight switch ports, two of which are PoE ports. This

switching is done in hardware at layer 2.

2. Logical VLAN interfaces — The 5505 supports a variable number of VLANs depending
on your license and the firewall mode. If you're operating in transparent mode, you have
a maximum of 2 allowable VLANS. If you are operating in routed mode, you can configure
up to 3 VLANSs with the Base license, and 20 VLANSs with the Security Plus License.

If you are unsure of which license you have, click the Home button on the navigation pane, and

click the License tab.

[ Cisco ASDM 5.2 for ASA - 192.168.1.1 =[]
Fle Options Tooks Yirards Help Ssrch Find - Lol
— el
& o ZR +) ' ( @ 7 '
@& ] () = & G ? cisco
Home: Configuration  Mordloring | Back  Forwsrd | PacketTracer | Refresh  Save Help
Device Information Interface Status
General| License Intertace P Addressask Line Link Kbps
iz o ip address @ down @ down O
Encryption:  JDES-AES Inside Hosts, 10
inside 1921681 1/24 [+ ) O up 4
Failover Disabled Wl @ outsicde 192.166.10.2024 O down @ down 0
WLANS: 3, DMZ Restricted M Physical B
It isabled
License Base
S R & A 0 Select an interface to view input and output Kbps
PH Tunnels Traffic Status
IKE 0 IPSec: 0 WiebPR 0 G0 Connections Per Second Usage
System Resources Status
cPU CPU Usage (percant)

TCP: W Totak 0

*outside’ Interface Traffio Usage (Kbps)

(8]

Memory—| [-Memory Usage (MB)

Reeal time 'outside! Interface Traffic Usage (Kbps), refreshed every 10 seconds
InpUt RBpS W OUBLR HBps:

Latest ASDM Syslog Messages Configurs ASDM Sysloq Filters

ASDM logging is disabled. To enakle ASDM logging with informational level, ciick the button below:.

=adiin 15 B&EE 9/11)06 10:42:38 PM LITC

Some of the VLANs and interfaces have already been configured in the Startup Wizard. If you
click the Interfaces button on the navigation pane, you can view or make changes to your

configuration.
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You will see two tabs on the Interfaces page: Interfaces and Switch Ports.

The Interfaces tab gives you an idea of which VLAN, security level, and IP address belong to a
particular interface. You can add or edit the interfaces by clicking the appropriate buttons on the

right.

The Switch Ports tab gives you information on a per interface basis, as well as speed and duplex
information for each physical interface.

J Cisco ASDM 5.2 for ASA - 192.168.1.1 M=%
File Options Tools  Wizards Help Search: | ! Find - I I
& - = all bt
% b0 b 2
& % 2 o § cisco
Hoime Configuration  Monitoring Back Forveard Packet Tracer Refresh Save Help
Configuration = Interfaces
| @) terfages | Switch Ports |
Interfaces Aszocisted Aggociated
| - Swlt‘ch Port _ EnahIE‘d’ Lans intertace Nares Mode _ Prnletjled Dupj\a)f Speed
Security Policy Ethernetls Ves 3 dmz Access Mo auto auto
Ethiernetis Wes 1 inside Access Mo auta auto
g Ethernet0sd Yes 1 inside Access Mo auto alto
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You can also edit the properties of an interface by clicking the Edit button.

Since all of the switching was preconfigured, you have completed this section of the lab.
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Configuring NAT

Address translation substitutes the real address in a packet with a mapped address that is
routable on the destination network. NAT is composed of two steps: the process by which a real

address is translated into a mapped address, and the process to undo translation for returning
traffic.

In the Startup Wizard, we configured PAT. In this lab we will be configuring NAT.

Start by clicking the Configure button, and then clicking the NAT button.

[} Cisco ASDM 5.2 for ASA - 192.168.1.1 (M=
File Options Tools Wizards Help Search Find ~ | |
. =, 7 i alhel ]l
: w ) &
@ o B O O &1 e @ ? cisco
Home: _;onﬁguration Marnitoring  Back Forveard Packet Tracer | Refresh Save Help i

Conf AT

4 & % B - | QFind [ Rule Diagrem < Packet Trace [‘Addresses | Services | Global Pools |

Interfaces Filker |-L-1‘;;j, : Rule Query... | dp add » [ S ﬂ Delete € Firf
IM- Type: [@ an |»
g Real Translsted TRE |

ot ol Source | Destination | merface | Address | ons Rewrite [max T6P||[ame

- =P Address Qjects

a&;’; =2, 8 fic. b e (@ any cutsile 2 outside Mo Unlimited @ any

HAT * - inside-network/24
PN

CSD Marager

930
Routing
Global Objects
<] Im I (>
Propetties
~Rulle Flow Disgram x
@ inside outside B
I 3 I
any any

an == outside

.Y.u...g, A3 Dynamic = m m m s

Enable traffic through the firewall without address tranststion

<admin= hs

[DHﬂ 08 4:43:45 P UTC

You will see the default NAT rule on the screen.

We will want to add an entry for the Inside VLAN. Click the default NAT rule, and then click the
Edit button.

ASA 5505 Lab 24



F3) Edit Dynamic NAT Rule

Real Addre
Interface:  inside
P Address: 0.0.0.] [~][.)
Metmask.  D.0.0.0 [v]

Dynamic Translation

Interface: |0utside M

% dd B Edt [ Delete

Select | PoollD | Addresses Pool
1 B cutside

MAT Cptions...

[—— (— —

Change the Inside address to reflect that of your network (in this lab 192.168.1.0 with a
subnetmask of 255.255.255.0). When you are done, click OK.

—
[ Edit Dynamic NAT Rule
Real Addre:
Interface:  inzide
P Adcress: 182.168.1.0 [+] [:]
Metmask:  [255.255.255.0 [+]

~Dyhamic Translation

Interface: |ou‘t3ide M

F add @ Edic [l Delete

Select | PoollD | Addresses Pool
1 B2 cutside

NAT Optiohs...

Coe ] e [ ]

Now click Apply at the bottom of the ASDM screen.

Click Tools > Command Line, and enter the command sho run to see what changes you have
made.
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Command Line Interface

Cotnmand Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a guestion
stk For commands that vwould prompt for confirmation, sdd an sppropriste noconfirm option as parameter to
the command and send it to the device. To make the changes permanent, use the File = Save Running
Configuration to Flash menu option to save the configuration to flash.

Command

@ singleLine O Multiple Lins Enable context sensitive help (71

sho run‘ v

Response:

mtu inside 1500 -
wmtu outside 1500

mtu dmz 1500

icmp unreachable rate-limit 1 burst-size 1

asdn image disk0:/fasdw-52Z. bin

asdm history enabla

™
global {outside) 1 interface
nat f(inside) 1 19Z.1e8.1.0 ZE55.ZEE.ZES.0

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:0E

timesur sunrpe 0:10:00 h3Z3 0:05:00 k225 1:00:00 mgep 0:05:00 mgep-pat 0:0
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:
timeout wsuth 0:08:00 shsolute

http server snahle

httw 187 142 1 N PEE PEE PEE N dncida i
>
[ Close 1 [ Help ]

You should notice that we have successfully created one half of the NAT translation configuration
by identifying the Inside VLAN’s addresses. Now we need to identify the Outside Global
addresses.

Go back to the NAT rule you just created. Click the Edit button.

Under Dynamic Translation, select the Outside interface and click Edit. This will bring up a new
window where you can edit the translation rules.



Real Address

Interface:  inside

| Addresses | Services | Global Po

P Address: [192.168.1.0 T+l Rule Query,.. || H Acd - EIECC [ Dete ¢
Melmask,  [55.255235.0 ] |[Tyme:|@ e
155 DMS Rewrite | Mex: TCP | (| Mame
-Dynamic Translation - | =-1P Address Ohjects
Interface: |outside v| -1921R&... Mo Unlimited | | -G any

& add [ Edit| [ Delete
_Iéeiac‘t .Isoo\ .IIE) } ..ﬂ:ddresses-lﬁan\
1 8B 192168101 - 1921681010

iﬁl inside-networki24
B 192 168.10.0024

Edit Global Address Pool

Interface: outside

Pool L 1
MAT Optiohs IP Addresses to Add
© Range

R

Starting IP Address:

:Addresses Poal
jﬁ 192168101 - 1921681010

Endling IP Address:
Metmask (optional);

c:) Part Address Translstion (PAT)

| insids‘ Iﬂ

inside-networki24
HHoyna
Port Address Transkstion (PAT) using P

ress translation — Address of the interface

[—TI— | ——

Enter the global IP address Range. In the Lab, we will be using 192.168.10.2 — 192.168.10.10
with a subnetmask of 255.255.255.0.

When you are done, click the Add button.

Remove the generic Outside interface address pool by highlighting it, and selecting the Delete
option.

When you are done, click Apply.

If you go back to Tools > Command Line and execute the sho run command, you will now see the
complete NAT configuration.



Command Line Interface .ﬁ

Corntnand Ling Interface
Type & command to be sent directly to the device. Far command help, type & command followwed by a guestion
tnark. For commands that would promt for confitmstion, add an appropriate noconfirm option &s parameter to
the command and send it to the device. To make the changes permanent, uze the File = Save Running
Zonfiguration to Flash menu option to save the configuration to flash.

Comimand

(© Single Line () Multiple Line Enahle cortext sensitive help (7]
zho run| N

Response:

PagTr Linms T -
Logging asdm informational

mtu inside 1500

mtu outside 1500

mtu dmz L1500

icwp unreachable rate-limit 1 burst-size 1

asdn inage disk0:/asdm-522 hin

asdm history enshle

global {outside) 1 132.16%.10.1-19Z.163.10.10 netmask 255.Z55.Z55.0

mat (inside) 1 192Z.165.1.0 Z55.255.255.0

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sumrpe 0:10:00 h323 0:05:00 h225 1:00:00 mgep 0:05:00 mgcp-pat 0:0
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:02:00 sip-disconnect 0O:
timeout uauth 0:05:00 absoluce v
< >

l Send ] l Clear Response ]
I Cloge l i Help I

If you are in an environment with an outside connection, you can test NAT by utilizing ASDM’s
Packet Tracer application.

Click on Packet Tracer to bring up the application.

e

Cisco ASDM: Packet Tracer

Select the packet type andd supply the packet parameters. Click Start to trace the packet

Interface : insice w|  PacketType: @ 7cP Quor Oucve O
Source IP; 192.168.1.3 Destination 1P 721420599
Source Port: B0 v Destinstion Port: &0 v
Show animation
I | - L] L] Ll
[ A ————@: —— —
Route. st NAT Lookup VBN Logkup

Loolkup




You will want to run a test from the Inside interface. Enter the source IP address of your machine,
and a reachable destination address (72.14.205.99 is www.google.com). Packet tracer will follow
your packets through the flow of the network, and report back if there are any problems. You will
know if you have configured NAT incorrectly because Packet Tracer will show you a packet drop
happening at the NAT stage of the trace.

NOTE: If you're doing a packet trace, make sure the traffic type you're attempting to send is
permitted by the firewall. If it is not, you will see the flow dropped by an ACL configuration.

You have now completed the NAT configuration.



Configuring the Firewall

By default on the security appliance, traffic from a higher security level (for example, Inside) can
access a lower security level (for example, Outside): there is an implicit access list on the inside
interface allowing all outbound IP traffic from the inside network. (The security appliance denies
traffic destined for the inside network from the outside network using the Adaptive Security
Algorithm. The Adaptive Security Algorithm is a stateful approach to security. Every inbound
packet is checked against the Adaptive Security Algorithm and against connection state
information in memory.) The implicit access list appears in ASDM, but you cannot edit it. To limit
outbound traffic, you can add an access list (in which case, the implicit access list is removed).

Every inbound packet is checked using the Adaptive Security Algorithm unless a connection is
already established. By default on the security appliance, no traffic can pass through the firewall
unless you add an access list to allow it.

To allow traffic that is normally denied by the Adaptive Security Algorithm, you can add an access
list; for example, you can allow public access to a web server on a DMZ network by adding an
access list to the outside interface.

Check the implicit rules by clicking Security Policy on the navigation pane.

[ Cisco ASDM 5.2 for ASA - 192.160.1.1 M[[=1%]
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Here you can see how access lists have been created to manipulate the behaviour of traffic
flowing from a VLAN with one security level to another. If you want to see how these access lists
behave, you can test them in Packet tracer. You will need an external connection to test packet
flow with Packet tracer.

For the sake of this lab, let's assume you had an FTP server residing on the DMZ. In order for the
FTP server to be accessible from the outside world, we would need to add an access list to the
configuration.

Start by clicking Add, and then selecting Add Access Rule.



Cisco ASDM 5.2 for ASA - 192.168.1.1

File Options  Toolz Wirards Help

@ % 10 Q|

Horne Configuration  Monitoring Back Forward Packet Tracer

(] Access Rules | pas Rules | Fiter Rules | Service Policy Rules

Interfaces g add ~| @ @ + ¥ 3 [ -} Q, Find
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ules)
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What we are trying to do is create an ACL that will permit traffic from the Outside interface to a
particular host on the DMZ. Let's assume our FTP server is residing at 172.16.1.100, and we

want to configure the ACL for FTP in active mode.
In the Add Access Rule dialogue box, configure the following parameters:

Interface and Action
Interface — outside
Direction — incoming
Action — permit

Source
Source — any

Destination
Type — IP address
IP Address —172.16.1.100
Netmask — 255.255.255.255

Protocol and Service
Protocol — tcp
Source Port

Service — = any
Destination Port
Service — = ftp

Options
Logging — enable
Syslog Level — informational
Log Interval — 300



Edit Access Rule

Interface and Action

Interface: outside Action: | & Permit V
Direction: B incaming

-Source Drestination

Type: | @ any vl e (B adress [v]
PP Address: (172161100 [v][.]
Metmask:  [255.255.255.255 [v]

Protocol and Service:

Protocol: (1ee-tcp | W |

Source Port | Destination Port
(&) Service: = v | :.any =-v: (%) Service: = v fitp v
":\ Groug: [ | O Group; |

-Rule Flowy Cisgrarm

P | ol.ttsid§ Ig[g 4 | )
any 172161100
& Permit i
~Options
Logging: iEnabIe__ v Syslog Lewvel: .I.ﬁformational ..v: Log Interval: | 300

Titme Range: |(any) :V_ E]

Description:

[ oK ] [ Cancel ] [ Help

When you are done, click OK and then Apply.

When FTP is operating in active mode, it uses port 21 for control and port 20 for data. We have
completed the portion of the access list that permits control information, but what about data?

Go back and create a new access rule. The parameters for the new access list will be exactly the
same as the one you have just created, but instead of a destination port service of ftp, we will
select the ftp-data service.

Click on OK and then Apply when you are done.

NOTE: Creating a rule by itself will NOT permit traffic to a DMZ. Either NAT has to be configured,
or NAT has to be disabled on the DMZ. The ASA is heavily reliant on NAT to get traffic through
the firewall.

You should now see two new access lists applied to the Outside interface.
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Click on Tools > Command Line and enter the command sho access-list to review your changes.
Optionally, your changes can be viewed with the sho run command.

Command Line Interface m

-Command Ling Interfac

Type & command to be sent directly to the device. Far command help, type & command followwed by a guestion
tnark. For commands that would promt for confitmstion, add an appropriate noconfirm option &s parameter to
the command and zend it to the device. To make the changes permanent, use the File = Save Running
Zonfiguration to Flash menu option to save the configuration to flash.

Comimand

(© Single Line () Multiple Line Enahle cortext sensitive help (7]

lshn access-list tl

Response:
Result of the command: "sho access-list"

access-list cached ACL log flows: total 0, denied O (deny-flow-max 4096)
alert—interval 300

access-list outside_access_in; 2 elements

access-list outside access_in line 1 extended permit top eny host 172.16.1.1

access-list oucside access_in line 2 extended permic top any host 172.16.1.1

3 1] | [Ll

l Send ] l Clear Response ]

—— —

As a recap, here is what we have configured:
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1. We have created an access list that permits FTP traffic from the Outside interface to an
FTP server on the DMZ (172.16.1.100/24).

2. We have identified that any source protocol can access the FTP server, and have
permitted these sources to access the FTP control and data protocols at 172.16.1.100.

3. We have enabled logging.

You have now configured basic firewalling.



Web Filtering

The firewall configuration on the ASA via ASDM is quite extensive, and goes far beyond the
simple access list we've created for FTP. The next feature you will configure is URL filtering.

The ASA 5505 supports URL filtering by tying in functionality with either a Websense or Secure
Computing SmartFilter server. URL filtering can be leveraged to control internet usage by
blocking access to particular sites or web applications.

When filtering is enabled and a request for content is directed through the security appliance, the
request is sent to the content server and to the filtering server at the same time. If the filtering
server allows the connection, the security appliance forwards the response from the content
server to the originating client. If the filtering server denies the connection, the security appliance
drops the response and sends a message or return code indicating that the connection was not
successful.

The first step to creating a web filter is to identify the filtering server.

Click on Properties in the left hand navigation panel, and then click URL Filtering.
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Click the Add button to add a filtering server. When the dialogue box comes up, add the following
information for your server:

Interface — inside

IP Address — 192.168.1.200
Timeout — 30

Protocol — TCP

TCP Connections — 5




& Add Parameters for Websense URL Filtering

(OB [o:3] O Tcp 4 ) UDP 4

IP Address: 1921651200 Timeaut: seconds

Pratocal

TCP Connections:

p—r— E— E—

When you are done, click OK, and then Apply.

Go back to the Secuirty Policies screen, and click the Filter Rules tab.
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We are going to set up a web filter to prohibit ActiveX from the Outside interface to the Inside
interface. Instead of blocking entire websites because of content, we are going to filter specific
web applications (in this case, ActiveX) from the ASA.

Click on the Add button, and select the Add Filter for ActiveX Rule option.
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We will now set up the rule prohibiting access to ActiveX on the Inside interface from the Outside
interface.

In the Edit Filter dialogue box, configure the following:

Action: Filter ActiveX

Source: click the ... box next to the IP Address field and select Outside Network
Destination: click the ... box next to the IP Address field and select Inside Network
Filter ActiveX on the following ports: 80 to 80

Edit Filter ActiveX Rule

Action: i—ﬂ%,ﬂ Filter ActiveX V

Source Destination

P Address; 192‘1 65.10.0

IP Addess: 15216510

Metmask 2652552550 [ae] Netmask 2652552550 [x]

Rule Flowy Dizgram

= —I—y-eik—l— =8
182168 10,0124 1821681 0i24

- 280 Fiter Activel

r&ctivex Fitering Option
Fitter Activex onthe followwing part(s) | 50 o | &0

[ OK ] ’ Cancel l [ Help

When you are done, click OK, and then Apply.

If you want to view your changes in CLlI, click Tools > Command Line, and enter the command
sho run | be url.



Command Line Interface

Command Ling Interface

Type a command to be sent directly to the device. For command help, type a command follovwed by a guestion
mark. For commands that would prompt for confirmation, add an appropriste noconfirm option as parameter to
the command and send it to the device. To make the changes permanent, use the File = Save Running
Configuration to Flash menu option to save the configuration to flash.

Comrmand
@ single Line (O Multiple Line Enable cortext sensitive help (2)
sho run | ke wrl R
Response:
Result of the command: "sho run | be url" -

url-serwer (inside) wendor websense host 19Z_.168.1_E00 timecout 30 protocol
filter activex 80 19Z.168.10.0 EEE_EEE_EZEE. 0 19Z.168.1.0 EEE._EEE.ZEE. D
http serwver enahle

http 19Z_168.1.0 255 EZEL. Z5E5. 0 inside

no snmp-server location

no Snmp-server contact

shmp-server enabhle traps snmp authentication linkup linkdowm coldstart
telnet timecut 5

ssh timeout &

console timecut O

dhepd suto_config ocutbside

!

dheopd address 19Z2_168.1_2Z-1%2.168.1.33 inside

dhcpd enable inside -
1

< >

—

To view statistics on your URL filtering server, click Tools > Command Line, and enter the
command sho url-server stat.



Command Line Interface

Command Ling Interface

Type a command to be sent directly to the device. For command help, type a command follovwed by a guestion
mark. For commands that would prompt for confirmation, add an appropriste noconfirm option as parameter to
the command and send it to the device. To make the changes permanent, use the File = Save Running
Configuration to Flash menu option to save the configuration to flash.

Comrmand
@ single Line O Multiple Line Eriable contest sersitive help (71
zho url-zerver sta‘tl R
Response:
Pesult of the command: "sho url-server stat" r

Global Statistiecs:

URLs totalfallowed/denied o/0/0

UBLs allowed by cache/server 0/0

URLs denied by cache/serwer os0

HTTPS= totalfallowed/denied aso/0

HTTPS=s allowed by cachefserwver 0/0

HTTPS=s denied by cache/server 0/0

FTP= totalfallowved/denied 0/0/0

FTPs allowed by cache/server 0/0

FTPs denied by cachefserwver 0/0

Bequests dropped u}

Server timeouts/retries s

Processed rate average 60s7/300s 070 recuests/second I

Tawdiad vara avavacs Shc 2NN NN varmiast s foanand bl

< td
[ Cloze l l Help ]

You have now completed the process to configure Web filtering.



Configuring Site to Site VPN

The ASA 5505 can create a virtual private network by creating a secure connection across a
TCP/IP network (i.e. the Internet). This secure connection is called a tunnel, and the ASA 5505
will use tunneling protocols to negotiate security parameters and manage packets while in transit.
With ASDM, you can use a VPN wizard to configure either of the following types of VPN:

1. Site to Site — creates a LAN to LAN VPN configuration, which is used between two
IPSec gateways.

2. Remote Access — creates an endpoint to LAN VPN configuration for clients.

To set up a new VPN, click the VPN button in the navigation pane on the left, and then click VPN
Wizard.
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Click the Launch VPN Wizard button.

Step 1 will ask you to select the type of VPN you would like to configure. Since we will be
creating a site to site VPN for this lab, select the option for a site to site setup and then click Next.



{@ VPN Wizard w

” VPN Wizard VPH Tunnel Type (Step 1 of ...}

Use this wizard to configure new site-to-site PN tunnels ar newvy remate access WPN
tunnels. A tunnel between two devices is called a site-to-site tunnel and is bidirectional. &
tunnel established by calls from remaote users such as telecommuters is called remote access
turnel.

This wizard crestes basic tunnel configurations that you can edi lster using the ASDM.

SPM Tunnel Type:

Site-lo-Site VPN

(&) Site-to-Site

O Retnote Access

PN Tunnel Interface: outside E

Enahble inkound IPSec sessions to bypass interface access lists. Group policy and per-user
authorization access lists stil apply to the traffic.

<Back [ Next= ]| Finish

[ Cancel ]

Step 2 will ask you to configure information for the remote side of the connection.
For this lab, configure the following options:

Peer IP Address: 192.168.10.55

Authentication Method: preshared key

Preshared Key: cisco

Tunnel Group Name: 192.168.10.55

What we are doing is identifying the device on the other end of the tunnel, setting a preshared
key which will be used for authentication, and naming the tunnel group.

Using a preshared key is a quick and easy way to set up communication with remote peers. Each
pair of IPSec peers must exchange preshared keys to establish secure tunnels.

The tunnel group name will create a record containing connection properties for this tunnel. This
tunnel group can identify AAA servers, a default group policy, and IKE attributes.
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(3 VPN Wizard &
Remote Site Peer (Step 2 of 6)

Configure the IP address of the peer device, authentication method and the tunnel group for this
site-to-site tunnel.

Peer IP Address: | 1921681055

Authentication Method

@ Pre-zhared key

Pre-Shared Key: | ciscol

) Certificate

Certificate Signing Algorithm: — rsa-sig

Trustpoint Mame:

O Challengefresponse authentication (CRACH)

~Tunnel Grougp

For site-to-site connections with pre-shared key authentication, the tunnel group name must
be the same as either the peer IP address or the peer hostnatme, whichever is used as the
peer's identity.

Tunnel Group Mame: 192.168.1055

When you are done, click Next.

Step 3 will ask you to configure the IKE policy. IKE is the security negotiation protocol that lets
two hosts agree on how to build an IPSec SA (security association). IKE is broken into 2 phases
(the first phase creates a tunnel to protect further IKE messages, and the second phase creates a
tunnel to protect data). To create the policy for Phase 1, we need three pieces of information:

1. An encryption method — The options are DES, 3DES, AES-128, AES-192, and AES-256.
The number specifies how long the keys are in bits.

2. An authentication method — The options are SHA or MD5, and both are hash algorithms.
SHA is considered more secure, but MD5 is faster.

3. A Diffie-Hellman group to establish the strength of the encryption key — This algorithm is
used to derive a shared secret between two peers without actually transmitting it to each
other. The options are 1, 2, 5, or 7.

For this lab, configure the following:

Encryption: 3DES

Authentication: MD5

DH group: 2

The decision to uses these properties is usually governed by a corporate security policy.

Remember, the stronger the encryption, authentication, and DH groups, the greater the
processing requirement is for the security appliance.

ASA 5505 Lab 42



(@' VPN Wizard w

” VPN Wizard IKE Policy (Step 3 of 6)

Select the encryption algorithin, authentication algorithin, and Diffie-Hellman group for the
devices to use to negotiste an Internet Key Exchange (IKE) security associstion between
them. Configurstions on haoth sides of the connection must match exactly.

Encryption: 3DES |ﬂ

Authertication: MDS |ﬂ

DH Group: 2 |3

[ = Back M Mext = ] Finizh [ Cancel ]

When you are done, click Next.

Step 4 will ask you to select the IPSec Encryption and Authentication settings. These settings will
configure IKE for Phase 2, and require two pieces of information:

1. Encryption method — The options are DES, 3DES, AES-128, AES-192, and AES-256
2. Authentication method — The options are SHA or MD5

For this lab we will be using 3DES and MD5.

(@' VPN Wizard w

[ 4 T
VPN Wizard IPSec Encryption and Authentication (Step 4 of 6)

Select the encryption and authentication algorithms for this IPSec YPH tunnel. Configurations
oh both sides of the connection must match exactly.

Encryption: SDES |g
Authertication: MDS |ﬂ

When you are done, click Next.
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Step 5 will ask you to identify hosts and networks that can use this IPSec tunnel. Since we are
setting up a site to site VPN and we only want to grant VPN access to those two sites, configure
the source and destination to be your two IPSec endpoints.

{@ VPN Wizard w

” VPN Wizard Hosts and Hetworks  (Step 5 of 6)

An IPSec tunnel protects data exchanged by selected hosts and networks at the local and
remote sites. Please identify hosts and networks to be used in the IPSec tunnel.

Hostietwork

Interface: outside

Source Destinatian

Type: EE' IP Address Type: EE IP Address V
IP Acdress: 192.168.10.0 ][] IP Address: 192.168.11.0
Metmask:  [255.255.255.0 Metmask:  [255.255.2550  |v|

EE‘ | Ie !outside | =
2.168.10.0/24 192165.11.0

------’ &Protect ------’

B[]

ey
Ead
o
=
=3
=
i
I=
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o
o
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Earlier in the lab we configured our Outside interface to obtain an IP address via DHCP. On the
remote side of this configuration, our peer would have to identify our interface by our hostname.

Configure the local side of the connection by entering an IP address of 192.168.1.0/24 in the IP
address and netmask fields. Optionally, you can select the inside interface by clicking the ellipsis
button.

Configure the remote side of the connection by entering the IP address of the remote network
(192.168.11.0/24) in the IP address and netmask fields.

The “Exempt ASA side host network from address translation” check box allows traffic to flow
through the ASA without address translation.

When you are done, click Next.

Step 6 will ask you to review your configuration. When you are done, click Finish
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F3) VPN Wizard

F VPN Wizard Summary {Step 6 of 6)

You have crested a Site-to-Site VPN tunnel with the following sttributes:

PN Tunnel Interface: outside
Peer IP Address: 192.165.10.55
IPSzec authentication uses pre-shared key:cisco
Tunhel Group Matne: 192 1681055
IKE Palicy Encryption § Authertication § DHGroup: 3DES [ MDS [ Group 2
IPSec ESP Encryption [ ESP Authentication: 3DES f MDS
Traffic flove to be protected by this tunnel:
(local) 192.165.10.0/24
(remote) 192.168.11.0

If you need to make changes to your settings after the VPN Configuration Wizard, you can do so

on the VPN screen.

If you would like to verify your settings in CLI, click Tools > Command Line. Notice the new
access lists permitting you access to 192.168.11.0, and the new crypto map statements
associated with the newly configured VPN.

@ Command Line Interface

[ Cotnmand Line Interfacs

Type a command o be sent directly to the device. For command help, type & command followed by a guestion mark
For commands that vwould prompt for confirmation, add an appropriste noconfirm option &5 parameter to the
command and send it to the device. To taks the changss permansnt, uss the Fils » Save Running Canfiguration to
Flash menu option to save the configuration to flash

Compmarnd

() singls Line () Muttiple Line Enable context sensttive help (7)

Fhu run| ’ll

Response:
=2 = v = -
crypto ipsec transform-set ESP-3DES-MDS esp-3des esp-mdS-hmac
crypto map ocutside_map 20 match address outside Z0_cryptomap
crypto map cutside_map 20 ser pfs
crypto mep outside_map Z0 set peer 15Z.168.10.85
crypto map ocutside map 20 set transform-set ESP-GDES-MDE
crypto msp ocutside map 40 match address outside 40 cryptomap
crypto map outside_map 40 set pfs
crypto map cutside_map 40 ser pesr 152.168.10.55
crypto mep outside_map 40 set transform-set ESP-3DES-MDS
crypto map ocutside map interface ocutside
crypto isakmp ensble outside
crypto isskup policy 10
suthentication pre-share
encryprion 3des U
hash mdS§
group 2

lifetime 85400

tunnel-group 192.168.10.55 type ipsec-121
tunnel-group 192 168.10.55 ipsec-attributes
pre-shared-key *

<] m |

p—— E—

You have now completed the site to site VPN configuration.
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Remote Access VPN

Like a site to site VPN, a remote access VPN is designed to create a secure tunnel for
communications. A remote access VPN will create a configuration that achieves secure remote
access for VPN clients, such as mobile users.

To begin, relaunch the VPN Wizard, selecting the VPN type as Remote Access in Step 1.

{@ VPN Wizard w

” VPN Wizard VPH Tunnel Type (Step 1 of ...)

Use this wizard to configure new site-to-site PN tunnels ar newvy remate access WPN
tunnelz. & tunnel between two devices is called a site-to-site tunnel and is bidirectional. A
turnel established by calls from remote users such as telecommuters is called remote access
turnel.

This wizard crestes basic tunnel configurations that you can edi lster using the ASDM.

PM Tunnel Type:

Site-lo-Site VPN

Remole
a

O Site-to-Site

(3) Remote Access

PN Tunnel Interface: |0utside |v

Enable inkound IPSec sessions to bypass interface access lists. Group policy and per-user
authorization access lists stil apply to the traffic.

= Back [ Mext = ] Finizh [ Cancel I

Click Next to continue.

Step 2 will ask you to select the type of VPN client to be used by remote users. For this lab,
select Cisco VPN Client, and click Next.

{@ VPN Wizard w

[ 4 =
VPN Wizard Remote Access Client (Step 2 of ...}

Remate access users of various types can open VPN tunnels to this ASA. Select the type of
%P client for this tunnel.

WP Cliett Type:

or other Eazy %P Remote product

C) Mictozoft Windows client using L2TP over IPSec

henticati It-a protocal is rot

Specify if the ol userrameEtunnelgrop

[ = Back M Mext = ] Finish [ Cancel ]
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Step 3 will ask you to configure the authentication method and tunnel group name. Since we
don’t have a certificate server, select Pre-shared Key as the authentication method. Enter the
key: cisco.

Enter the tunnel name: RemoteVPN

{@ VPN Wizard \‘

4 E
VPN Wizard VPH Client Authentication Method and Tunnel Group Hame (Step 3 of ...}

The AS4 allows you to group remote access tuhnel users based on commaon connection
paratneters and client attributes configured in the subseguent screens. Configure authentication
methiodd and tunnel group for this remate connection. Use the same tunnel group name for the
device and the remote client.

| Authentication Method

(2) Pre-shared key

Pre-Shared Key. | cisco

) Certificate

Certificate Signing Algorithm:  rsa-sig

Trustpaint Name:

O Challengeiresponse authentication (CRACK)

- Tunnel Groug

Tunnel Group Marme: Remo‘tévﬁr&l

[ = Back M et = ] Finish [ Cancel ]

Click Next when you are done.

Step 4 will ask you to select a user authentication method. Users can be authenticated by a local
database, or by using external AAA servers.

Since we don't presently have an AAA server, select the local user database radio button, and
click Next.
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{@ VPN Wizard

” VPN Wizard Client Authentication (Step 4 of ...}

To autherticate remote users using local device user database, select the first option belove.
ou can create user accounts in the next screen.

To uze external A48 servers instead, select the second option. You can select an existing
ALL server group or create & nevw one using the Newy button below.

To manage all other L84 seftings, use Configuration = Properties = 84848 Setup category in the
main ASD winclow.

®

O Autherticate using an A84 server group

AAL Server Group Mame: i Meywy

[ = Back M Mext = ] Finizh [ Cancel ]

Step 5 will ask you to create user accounts. This is the local database that will be used for user
authentication.

Enter a username of vpnuserl and a password of cisco, then click Add. Click Next to continue.

{@ VPN Wizard w

i VPN Wizard User Accounts (Step 5 of 11)

Enter & newy usernameipassyord into the user authertication database. To edit existing
entties in the database or to remave them from the databaze, go to Configuration = Properties
= Device Administration = User Accounts in the main ASDM window .

~Uzer to Be Added

Username: wphuser!

Password (optional):
clete

Confirm Password (optional):

Step 6 will ask you to enter an address pool. For remote clients to gain access to the network,
you need to configure a pool of addressed that can be assigned to VPN clients as they are
successfully connected.

Click the New button to create a new pool.

Enter a pool name of RemoteVPNPool, and a range of 192.168.2.1/24-192.168.2.20/24.
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B VPN Wizard X

Enrter a pool of local addresses to be used for assigning dynamic P addresses to remate VPN

ik
F2) Add IP Pool
Mame: RemotePrPoal
Starting IP Address: 18216821 ﬂ Mew ...
Ending IP Address: 192.168.2.20

Subinet Mask: 55 355 255.0 |ﬂ

[ —— m—

[ = Back ][ Mext = ] Finish [ Cancel I

Click OK, and then Next to continue.

Step 7 will ask you to configure attributes to push out to clients. Each remote client will need a
basic network configuration including things like DNS and WINS servers.

For the lab, let's assume we have the following servers:

DNS 1-192.168.1.125
DNS 2 —192.169.1.126

WINS 1 -192.168.1.127
WINS 2 —192.168.1.128

We will also use the domain name of Pod1.
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{@ VPN Wizard w

4 &
VPN Wizard Attributes Pushed to Client (Optional) (Step 7 of 11)

Attributes you configure belowy are pushed to the YPN client when the client connects to the
ASA I you do not wwant an sttribute pushed to the client, leave the corresponding field blank.

Tunnel Groug: RemotePh
Primary DNS Server: 115921681125
Secondary DMNS Server: | 1921681126
Pritnary WINS Server; 11921681127
Secondary WINS Server: | 19216811238
Defauft Domain Mame: | Padt

Click Next to continue.

Steps 8-9 will ask you to configure the IKE policy and IPSec encryption and authentication
methods. Since we’ve gone over this in the last VPN example, configure the following:

IKE Policy
Encryption: 3DES
Authentication: MD5
DH group: 2

IPSec Encryption and Authentication

Encryption: 3DES
Authentication: MD5
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{@ VPM Wizard m

" VPN Wizard IKE Policy  (Step & of 11)

Select the encryption algorithm, authertication algorithm, and Diffie-Hellman group for the:
devices to use to negotiste an Internet Key Exchange (IKE) security association between
thern. Configurations oh both sides of the contnection must match exactly

Encryption: SDES |g

Authentication: MDS |g

DH Group: 2 |3

g

IPSec Encryption and Authentication (Step 9 of 11}

Select the encryption and suthertication algorithms for this IPSec VPN tunnel. Configurations
on hoth sides of the connection must match exactly.

Encryption: |3DE‘37|3

Authertication; MDS |3

[ = Back M Mext = ] Finizh [ Cancel ]

Click Next to continue.

Step 10 will ask you to configure any address translation exemptions and split tunneling. Split
tunneling allows remote users to access a VPN at the same time they are connected to a LAN.
The NAT exception will expose all or part of a network to your remote users.

Since we want our users to see the entire Inside network, add the Inside network to the list of
exceptions by entering the following information:

Interface — Inside

Source Type — IP address
Source IP Address — 192.168.1.0
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Source Netmask — 255.255.255.0
When you are complete, click Add.

Since we also want our users to be able to use split tunneling, check the checkbox allowing them
to do so.

F2) VPN Wizard
4 2
VPN Wizard Address Translation Exemption and Split Tunneling {Optional} {Step 10 of 11}

Metwork Address Translation (MAT) is used to hide the internal netwark from outside users. You
can make exceptions to MAT to expose the entire or part of the internal network to authenticated
remate users protected by WPM,

To expose the entire netwaork behind the most secure interface to remote YPH users without NAT,
leave the selection list blank.

Selected HostaMetworks:

“HostNetwork 192.168.1.0124
|

Interface: ingide | w

Source

Type: 28 P Address |v]
IP Address: [192.168.1.0 [¥][.]
Metmask: _ESS 2552550 ¥ I

Enable splt tunneling ta let remote users have simultaneous encrypted access to the
resources defined above, and unencrypted access to the internet.

Click Next when you are complete.

Step 11 will ask you to verify the configuration. Click Finish to complete the Wizard.

VPN Wizard (X

¥ VPN Wizard Summary (Step 11 of 11)

*ou have crested & Remote Access WPM tunnel with the following sttributes:

PR Tunnel Interface: outside

IPSec authentication uses pre-shared key: cisco

Tunnel Group MName: Remote'PR

Default Group Policy: Remote’PN

User authentication using local user database

Mew users created inthe local database: vpruser!

Paol of IP addresses for PN clients: RematePrPool
(192.168.2.1 - 192.1682.20)

Primary DMS: 192.168.1.125

Secondary DNS: 1921681 126

Primary WiINS: 192 1681 127

Secondary WIS 192.165.1.128

Default Domain Mame: Podi

IKE Policy Encryption [ Authertication § DHGrougp: 3DES / MDS { Group 2

IPSec ESP Encryption § ESP Authertication: SCES [ MDS

Interhial network elements exposed to remote YPM users without MAT:
192.165.1.0/24

Split tunneling: enabled

t= l Finish I [ Cancel ]

[ = Back ]

ASA 5505 Lab 52



If you get a warning about the RemoteVPN group not existing, don’t panic. Complete the
configuration and you will see the group has been added to the Group Policy list.

You have now completed the Remote VPN configuration.



Easy VPN Remote

A Cisco Easy VPN hardware device enables companies with multiple locations to establish
secure connectivity with minimal configuration. Cisco Easy VPN consists of appliances with one
of two roles: clients and servers.

A Cisco Easy VPN server is responsible for pushing out security policies to remote sites so a
remote site has up to date policies before the connection is established.

A Cisco Easy VPN client would maintain a minimal VPN configuration, and would use this
configuration to connect to an Easy VPN server to pull down a complete configuration.

Cisco Easy VPN simplifies configuration by:
e Eliminating the need for hosts at remote site to run a VPN client
e Storing security policies on a centralized server, pushing them out to remote hardware
clients when a VPN connection is established
e Minimizing the number of local configuration parameters

Since the 5505 is a relatively small device, we will be configuring it as a client in this lab.

To begin, click VPN in the left-hand navigation pane, and the click Easy VPN Remote.
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Check the enable Easy VPN Remote checkbox to begin the configuration.

NOTE: because of design, an ASA 5505 cannot run different types of tunnels if it is running Easy
VPN Remote. You will not be able to make changes to IPSec or remote access VPNs while Easy
VPN Remote is enabled.

Easy VPN Remote can operate in one of two modes: client and network extension modes.



Client mode isolates all devices on the client network from those on the enterprise network. The
Easy VPN client will perform PAT for all VPN traffic for its inside hosts.

Network extension mode makes the inside interface and all inside hosts routable across the
tunnel and on the enterprise network.

For the purpose of this lab, we will be configuring Easy VPN Remote to operate in client mode.
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In the Group Setting, select the option for a pre-shared key. Specify a group name of EasyVPN,
and a group password of cisco.

Under User Settings, specify the username and password to be used by the ASA 5505 when
establishing a connection. We will be using EasyVPN1 with a password of cisco.

In the last option, specify an Easy VPN server to connect to. In this lab we will be using
192.168.1.111. When you are done, click the Add button.




) Cisco ASDM 5.2 for ASA - 192.163.1.1 =1 %)

File Options  Tools  Wizards  Help Search: Find = I I
o z = U RN AT
B O O | ©@ g ?
2 o s Cisco
Hotne: JConﬁguration Mol Back Forward Packet Tracer Refresh Save Help
@ 8 VPN Wizard : Eazy VPN Remote
=1 3 General
il EED VPN System Options Configure this festure to enable the ASA to act as an Easy VPN Remate device. The ASA can then establish &
E" E Client Update WPH tunnelto a Cisco YPM 3000 Concentrator, 105 -based router, or firewsall acting as an Easy YPH Server
s Tunhel, sto Enable Easy YPN Rerote
Security Policy 33 croup Policy 0
Users = -
% 42 Detoull Tunnel Sataviay () Client moce () Metwork extension mocde
AT +2* Zone Labs Integrity Server At connect
- N ~Group Setting:
t% ER NS &
S =N | Pre-shared Key
ok = 1B psec )
l@ IPSec Rules Group Mame:; ! EasyWPMNg |
ﬁ 2 Trarstorm Sets 5
& pre-Fragmentstion Group Passward: | = | Confirm Password: | = ‘
ik 2] & IP Address Managemert () %509 Certificate
MAC e s Ta define trustpoints, go to
1§5 Soleot Truetpo I:I Sehel cettificate chair ! 1 40
[ wisb VP et Trustoointis) carfiguration.
Routing # 5 E-mail Proy
- User Sefting:
é Eg User Mamne: ! EasyVPM1 |
Global Objects
User Password | ** Confirm Password: | ****
Properties ~Easy YPN Server To Be Added Zazy VB Serersl____ Nave Lp
s ee | [1SZABEAARTEE
‘ —_______ Move Down
Mame or P Address:
S
[ Apply I [ Reset ] [ Advanced I
Configuration changes saved successfly | adin= 15 | 912008 2 43:09 AM UTC

That's all there is to configuring Easy VPN.

When you are done this section, make sure you uncheck the Enable Easy VPN Remote box.
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